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ABSTRACT

The increasing sophistication of cyber threats demands more
intelligent and adaptive network defenses than traditional
architectures can provide. This research bridges this gap by
designing and implementing an integrated system that leverages a
Deep Convolutional Neural Network (DCNN) for real-time traffic
classification within a Software-Defined Networking (SDN) control
loop, enabling automated threat mitigation. Evaluated in an
emulated environment, the system demonstrated a perfect 100%
detection rate with zero false positives against a range of common
attacks while introducing minimal operational overhead, with only a
3.1% throughput reduction. Crucially, it preserved legitimate
throughput by a factor of 4.2x during attacks, proving the viability of
a closed-loop, DCNN-SDN framework for achieving robust, self-
defending network security without compromising performance.

INTRODUCTION

reconfiguration through a centralized controller.

The digital transformation, fueled by cloud computing, the
Internet of Things (loT), and big data analytics, has led to an
unprecedented increase in network traffic volume,
complexity, and variability (Cisco, 2023). Traditional
network architectures, built on decentralized, hardware-
based appliances with static configurations, struggle to
cope with this dynamic environment. Their limitations
manifest in slow responses to security threats, inefficient
resource utilization, and high operational costs due to
manual management (Kreutz et al., 2015). This rigidity
underscores a critical need for more intelligent,
automated, and adaptive network paradigms.

Software-Defined Networking (SDN) has emerged as a
transformative technology to address these challenges. By
decoupling the network's control plane (the intelligence for
routing decisions) from the data plane (the hardware that
forwards traffic)), SDN introduces a centralized,
programmable approach to network management
(McKeown et al., 2008). This architecture provides a global
view of the network state, enabling dynamic
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Concurrently, the field of artificial intelligence has seen
Deep Learning (DL), particularly Deep Convolutional
Neural Networks (DCNNs), deliver breakthrough
capabilities in pattern recognition from complex data
(LeCun et al.,, 2015). In cybersecurity, DCNNs have
demonstrated remarkable success in automatically
learning hierarchical features from raw network traffic,
enabling highly accurate classification of benign and
malicious activities without pre-defined signatures
(Moustafa & Slay, 2015; Liu et al., 2021).

However, the application of ML to network security has
evolved from classical algorithms to deep learning. Early
work focused on techniques like Support Vector Machines
(SVM), which achieved high accuracy on known attacks
but struggled with novel threats and real-time scalability
(Tang et al., 2018). The limitations of traditional ML
catalyzed the adoption of deep learning. Liu et al. (2021)
demonstrated that CNNs could automatically learn
discriminative features from network traffic,
outperforming SVM. The quality of training data is
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paramount; the creation of the UNSW-NB15 dataset by
Moustafa and Slay (2015) addressed shortcomings of older
benchmarks by including contemporary attack behaviors.
The programmability of SDN creates a natural platform for
ML-driven applications. Research has progressed along
two fronts: security and optimization.

In security, Tang et al. (2018) and Zhang et al. (2022)
developed CNN-based frameworks for real-time SDN
traffic analysis, showing substantial improvements in
detection rates. A common challenge in these studies is
that their systems often operate as passive monitors,
creating a detection-action gap (Badr et al., 2023). In
optimization, Reinforcement Learning (RL) has been used
for adaptive traffic engineering (Zhou et al., 2022), though
it often faces challenges with training convergence and
stability in dynamic environments.

Bridging the gap between detection and action, Badr et al.
(2023) explored DCNN for traffic classification within an
SDN, demonstrating reduced false positives. However, a
comprehensive system that combines a highly accurate
DCNN with immediate, automated SDN mitigation and
rigorously evaluates both security and network
performance under a common framework remains an area
requiring development (Zhang et al., 2022).

The convergence of SDN's programmability and DCNN's
analytical power presents a transformative opportunity for
autonomous network defense. However, a review of the
literature reveals a significant implementation gap. First,
there is an open-loop problem; while many studies apply
ML for detection within SDN, they often stop at alerting,
creating a detection-action gap (Badretal., 2023). Second,
there is a lack of computational pragmatism; the literature
often highlights DL accuracy but overlooks its
computationalfootprint and practicalviability for real-time

JOSRAR 3(1) JAN-FEB 2026 78-86

inference (Liu et al., 2021). Finally, many solutions lack a
holistic evaluation, focusing solely on detection metrics
while ignoring the impact on network performance (Zhang
etal., 2022).

This paper directly addresses these gaps by presenting the
design, implementation, and evaluation of a tightly
integrated DCNN-SDN system. The core contribution is a
closed-loop framework where a DCNN's real-time traffic
classification directly and automatically triggers mitigation
actions via the SDN controller. The system is architected
for computational efficiency and is rigorously evaluated
using a comprehensive suite of metrics encompassing
both security efficacy and network performance.

The main contributions of this work are:

1. The design of an end-to-end integration framework

that embeds a 1D-CNN model within an SDN control
loop for real-time analysis and automated mitigation.
Empirical validation of the system's security efficacy,
demonstrating a 100% detection rate with 0% false
positives against common attacks.
A holistic performance analysis proving that the
enhanced security introduces minimal, operationally
acceptable network overhead (3.1% throughput
reduction) and preserves service quality during
attacks.

MATERIALS AND METHODS

Proposed System Architecture and Overview

The core idea is to create a closed feedback loop between
traffic analysis and network control. The DCNN model acts
as the "brain" for intelligent classification, while the SDN
controller functions as the "actuator" for executing
mitigation policies. This enables the network to
autonomously adapt to threats in real-time.
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Figure 1: System Architecture and Methodology

The above figure presents the architecture comprising two

primary phases: offline training and online deployment.
i. Offline Phase: The DCNN model is trained using
the UNSW-NB15 dataset, which contains modern
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attack patterns. Data preprocessing involves
cleaning, normalization, and feature selection to
ensure consistency between training and real-
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time inference (loffe & Szegedy, 2015; Zuech et al.,
2015).

Online Phase: The trained model is deployed
within the Ryu SDN controller, forming an
integrated decision system. Live traffic is
captured, preprocessed in real-time, classified by
the DCNN, and automatically acted upon by the
SDN through dynamic flow rules (Tang et al., 2018;
Zhang et al., 2022).

This two-phase architecture ensures both learning
accuracy and operational responsiveness, forming a fully
autonomous threat detection and mitigation loop (Badr et
al., 2023).

Deep Convolutional Neural Network Design

Data Preprocessing and Feature Engineering

The UNSW-NB15 dataset was selected for its
comprehensive representation of modern network
behaviors, including nine attack categories and normal
traffic. Preprocessing involved:

i. Data Cleaning and Validation:
incomplete or corrupted entries.
Feature Normalization: Applying min-max scaling
to map all values to the [0,1] range.

Feature Selection: Retaining 43 discriminative
features relevant to network behavior, such as
packet length, protocol type, and flow duration.
Data Transformation: Converting categorical
attributes (e.g., protocol type) into numeric
encodings suitable for model input.

The processed data was divided into training (70%),
validation (20%), and testing (10%) subsets to ensure
unbiased evaluation.

Removing

DCNN Model Architecture

A 1D-CNN architecture was selected for its proven efficacy
in processing sequential data (Kiranyaz et al., 2016). The
model consists of four consecutive convolutional blocks,
each designed to capture features at increasing levels of
abstraction. Each block contains:

i. A 1D convolutional layer with an increasing
number of filters (32, 64, 128, 256) and a kernel
size of 3 (Kiranyaz et al., 2016).

Batch Normalization for stable training (loffe &
Szegedy, 2015).

ReLU Activation Function for non-linearity (LeCun
et al., 2015).
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iv. Max-Pooling (size 2) for dimensionality reduction
(Kiranyaz et al., 2016).
V. Dropout Regularization with increasing rates (0.3,

0.3, 0.4, 0.5) to prevent overfitting (Srivastava et
al., 2014).
The feature maps are then flattened and passed through
dense layers (512 - 64 neurons) with dropout for
regularization (Srivastava et al., 2014). The final softmax
layer outputs class probabilities across 10 categories (nine
attack types + normal) (Moustafa & Slay, 2015).

Training Configuration

The model was trained for 50 epochs using the Adam
optimizer (Kingma & Ba, 2015) with an initial learning rate
of 0.001. A batch size of 64 was used, and callbacks for
learning rate reduction on plateau and early stopping were
implemented to optimize convergence and prevent
overfitting. This configuration achieved a validation
accuracy of 81.63% and AUC-ROC of 0.97.

SDN Integration and Real-Time Processing

Emulation Environment

The real-time system was deployed within a Mininet-
emulated SDN. The network topology consisted of a single
Open vSwitch connecting six hosts. The control plane was
managed by the Ryu SDN controller, which hosted the
custom application integrating the DCNN model.

Real-Time Processing Pipeline
The operational pipeline, shown in Figure 2, involves four
continuous stages:

i. Packet Capture: Live network traffic is captured
using tcpdump on the switch interface.
Feature Extraction: Captured packets are
processed by tshark to extract the 43 features in
real-time, matching the training phase.
Classification: The feature vector is sent to the
trained DCNN model (deployed via TensorFlow
Serving) forinference. The result is a classification
(benign/malicious) with a confidence score.
Mitigation: Based on the classification, the Ryu
controller installs specific flow rules in the switch.
Mitigation actions include blocking malicious
traffic, rerouting suspicious flows, or applying rate
limits.
This closed loop ensures that detection leads to
immediate, automated action, typically within seconds.
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Figure 2: Real-Time Processing Pipeline

RESULTS AND DISCUSSION

Experimental Setup

The system was evaluated in a Mininet 2.3.0 emulation
environment using the Ryu controller (v4.34). The DCNN
model ran on a system with an Intel Core i3 CPU and 8GB
RAM, demonstrating feasibility on commodity hardware. A
combination of benign traffic (iperf, HTTP, ICMP ping) and
malicious traffic (SYN Floods with hping3, Slowloris, Port
Scans with nmap, SQL Injection, Brute Force with hydra)
was generated to create a realistic traffic profile.

DCNN Model Performance

The Deep Convolutional Neural Network model
demonstrated exceptional learning capabilities during the
training process, achieving outstanding performance
across multiple evaluation metrics. Figure 3, illustrates the
model's accuracy progression throughout the 50-epoch
training cycle, achieving a final validation accuracy of
81.63% with only 0.34 percentage points difference from
training accuracy, confirming excellent generalization
capability with minimal overfitting.
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Figure 3: DCNN Model Accuracy
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Figure 4: DCNN Model Loss

The categorical cross-entropy loss optimization, depicted
in Figure 4, exhibits smooth descent throughout training,
decreasing from an initial value of 0.8033 to a final
validation loss of 0.4472. The close alignment between

Analysis of the confusion matrix and per-class metrics (see
Table 1) revealed excellent performance on prevalent
classes like Generic attacks (F1-score: 0.99) and Normal
traffic (F1-score: 0.91). The performance on minority

training and validation loss curves validates the classes (e.g., Worms, Analysis) was lower, reflecting the
effectiveness of the employed regularization strategies. common challenge of class imbalance in network
The model achieved an exceptional AUC-ROC score of datasets.
0.97, indicating strong overall discriminative power.
Table 1: Per-Class Classification Performance (Selected)

Category Precision Recall F1-Score AUC

Exploits 0.60 0.93 0.73 0.96

Generic 1.00 0.97 0.99 0.99

Normal 0.86 0.97 0.91 0.98

Reconnaissance 0.91 0.74 0.81 0.94

Worms 0.00 0.00 0.00 0.79

Weighted Avg. 0.82 0.82 0.78 0.97

The confusion matrix, Figure 5 exhibited strong diagonal
dominance, with misclassifications occurring primarily
among similar attack types (e.g., Analysis misidentified as

Normal). This supports LeCun et al. (2015), who observed
that CNNs may conflate semantically similar classes
under limited training representation.
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Figure 5: DCNN Confusion Matrix

Real-Time Attack Detection and Mitigation

The integrated system was tested against 23 distinct
attackinstances. The results, summarized in Table ll, show
a 100% detection rate with zero false positives. The

Table 2: Real-Time Detection Performance

average response time from attack initiation to mitigation
was 2.5 seconds, with variations depending on the attack
type (e.g., 0.9s for ARP Spoofing, 4.2s for Brute Force).

Attack Type Detections Detection Rate Avg. Response Time
SYN Flood 9 100% 2.1s
Port Scan 2 100% 3.1s
Brute Force 7 100% 4.2s
Overall 23 100% 2.5s

The average mitigation latency of 2.5 seconds aligns with thresholds for real-time intrusion response (Sommer & Paxson,

2010).
Network Performance Impact
A critical aspect of the evaluation was measuring the

system's impact on network performance. As shown in

Table 3: Network Performance Overhead

Table lll, the overhead introduced by the real-time analysis
was minimal and statistically significant but operationally
acceptable.

Metric Baseline Protected Impact
Throughput (Mbps) 9.8+0.3 9.5+0.4 -3.1%
Latency (ms) 24.3+1.2 26.1+1.4 +7.4%
Packet Loss (%) 0.15+0.05 0.18 £0.06 +20.0%

The system's true value was demonstrated during attack
conditions. As illustrated in Figure 6, during a sustained
SYN Flood attack (266 pps), the unprotected network
experienced a catastrophic drop in throughput to 2.1 Mbps
(a 78.6% reduction). In contrast, the protected network
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maintained a throughput of 8.9 Mbps, representing only a
9.2% reduction from baseline and a 4.2x improvement over
the unprotected scenario. This proves the system's dual
capability to provide security while preserving Quality of
Service (QoS).
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Figure 6: Throughput Under Attack Condition

Comparative Analysis

Table IV presents the detection performance comparison across the four evaluated approaches, providing empirical

evidence of the proposed system's advantages.

Table 4: Comparative System Performance

Approach Detection Rate  False Positive Rate Response Time Citation / Justification
Signature-Based IDS 72% 8% 1.1s (Sommer & Paxson, 2010)
ML without SDN 94% 3% 2.8s (Liu et al., 2021)

Static SDN Policies 65% 12% 0.3s (Kreutz et al., 2015)
Proposed System 100% 0% 2.5s This study

Our integrated system outperformed all baselines,
achieving perfect detection with no false positives and
maintaining high network performance, demonstrating the
synergy between accurate ML classification and adaptive
SDN control.

CONCLUSION

This study presented the design, implementation, and
empirical validation of an integrated Deep Convolutional
Neural Network (DCNN) and Software-Defined Networking
(SDN) system for real-time network attack detection and
mitigation. The results provide compelling evidence that
the fusion of deep learning with programmable network
control can achieve intelligent, adaptive, and autonomous
cybersecurity in modern digital infrastructures. The
DCNN-SDN paradigm proved highly effective, achieving a
perfect 100% detection rate with zero false positives
against a wide range of simulated attack types, while
introducing only a minimal 3.1% reduction in throughput.
These results validate the capability of a 1D-CNN to learn
spatiotemporal traffic patterns and make accurate real-
time classification decisions without overwhelming
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computational requirements. This outcome challenges
the common perception that deep learning models are
impractically resource-intensive for real-time network
operations, demonstrating instead that with appropriate
architectural optimization, they can operate efficiently on
commodity hardware within the SDN control plane. A key
contribution of this research lies in bridging the long-
standing detection-action gap observed in previous
machine learning-based intrusion detection systems.
Unlike many prior approaches that halt at the detection
phase, the proposed system closes the loop by directly
coupling intelligent traffic classification with automated
SDN-driven mitigation. This enables the network to move
beyond passive monitoring toward active, self-defending
behavior, executing real-time responses such as flow
blocking, rerouting, or rate limiting immediately after
threat identification. The comprehensive evaluation
framework encompassing both machine learning metrics
(accuracy, precision, recall, and AUC) and network
performance indicators (throughput, latency, jitter, and
flow setup time) demonstrates that this automation does
not compromise Quality of Service (QoS). In fact, during
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sustained attacks such as SYN floods, the system
maintained 4.2 times higher throughput compared to
unprotected operation, proving that intelligent defense
and network performance can coexist effectively.

The analysis also underscored several important insights
and challenges. Although the DCNN achieved strong
overall accuracy, performance variation across classes
revealed the persistent issue of dataset imbalance. The
model performed exceptionally well for well-represented
categories like Generic and Normal traffic but struggled to
maintain consistent recall for rare classes such as Worms
and Analysis attacks. This limitation is not architectural
but rather reflects the uneven class distribution within the
UNSW-NB15 dataset. Addressing this issue in future
research will require the adoption of techniques such as
cost-sensitive learning, synthetic oversampling, or online
learning to enhance minority-class detection and overall
model robustness. The findings of this study have broader
implications for the evolution of intelligent, self-managing
network architectures. By embedding deep learning-—
driven analytics within the SDN control plane, networks
can achieve cognitive adaptability, detecting, interpreting,
and mitigating threats in real time without human
intervention. This transition marks a step toward realizing
the vision of autonomous networking, where the
infrastructure itself acts as an intelligent entity capable of
dynamic situational awareness and policy enforcement.
Moreover, the low computational footprint achieved in this
study enhances the practicality of deploying such systems
across enterprise and service provider networks without

extensive hardware upgrades. Building upon this
foundation, several avenues for future research are
identified. First, integrating online and incremental

learning techniques will enable continuous model
adaptation to emerging or zero-day threats without the
need for complete retraining. Second, incorporating
Reinforcement Learning (RL) mechanisms could allow
proactive traffic engineering and multi-objective
optimization, balancing security, performance, and energy
efficiency simultaneously. Finally, large-scale validation
across distributed SDN environments, 5G/6G core
networks, and network slicing scenarios will be essential
to assess scalability and resilience under realistic, high-
volume conditions.

In conclusion, this research demonstrates that the synergy
between deep learning and software-defined networking
offers a viable, high-performance pathway toward fully
autonomous network defense systems. The proposed
DCNN-SDN framework exemplifies how intelligent
analytics, adaptive control, and real-time automation can
be harmonized to deliver secure, efficient, and self-
defending network infrastructures fit for the next
generation of cyber-resilient communication systems.
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